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Damage toughness assessment method of power backbone
communication network based on power big data

HAN Xue
State Grid East Inner Mongolia Information & Telecommunication Company, Hohhot 010010, China

Abstract: The damage toughness assessment method of power backbone communication network based on power
big data was studied, and the damage toughness assessment results were used to formulate protection strategies and
improve the network survivability. The power backbone communication network and the attacker were set as the two
sides of the game, and the Nash equilibrium strategy of both sides was determined by the minimax method. The
damage probability of nodes was obtained by the Nash equilibrium strategy, and the node damage probability was
transformed into the network damage form. According to the network damage pattern, the repair conditions contained
in the power big data were obtained by cloud computing technology. According to the importance of each node, the
repair resources and repair budget were allocated to the nodes in order. The performance time-history response curve
of the power backbone communication network was constructed, and the dynamic evaluation results of the network
damage toughness were output. The experimental results show that all operations using cloud computing technology
to process massive power big data can not exceed 330 ms. When the repair budget and repair resources are the high-
est, the damage toughness of the power backbone communication network can reach 0.925 at most, indicating that

this method can effectively evaluate the damage toughness of the power backbone communication network.
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